f N H v E E NT0 7 R(S): SaNTOSH F^AURJT AL. 
Docket No. RPS9-2002-0016- SWR 




Sheet 2/7 

Docket No. RPS9-2002-0016 



202 



TRANSFERRING DATA FROM A 
NETWORK TO MEMORY USING A 
MEMORY CONTROLLER 
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RETRIEVING A PORTION OF THE 
DATA FROM THE MEMORY INTO A 
PROCESSOR USING THE MEMORY 
CONTROLLER 
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PERFORMING SECURITY 
OPERATIONS ON THE RETRIEVED 
PORTION OF THE DATA USING THE 
PROCESSOR 
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STORING THE OPERATED-ON 
PORTION OF THE DATA IN THE 
MEMORY USING THE MEMORY 
CONTROLLER 
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TRANSFERRING THE OPERATED-ON 
PORTION OF THE DATA FROM THE 
MEMORY TO THE NETWORK USING 
THE MEMORY CONTROLLER 
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TRANSFERRING DATA INTO 
MEMORY 



PERFORMING SECURITY 
OPERATIONS ON RESPECTIVE 
PORTIONS OF THE DATA IN 
PARALLEL USING A PLURALITY OF 
PROCESSORS 



USING A PLURALITY OF SECURITY 
COPROCESSORS TO ASSIST IN 
PERFORMING THE SECURITY 
OPERATIONS ON THE RESPECTIVE 
PORTIONS OF THE DATA, EACH 
SECURITY COPROCESSOR BEING 
COUPLED TO A RESPECTIVE ONE OF 
THE PROCESSORS 



TRANSFERRING THE OPERATED-ON 
PORTIONS OF THE DATA OUT OF THE 
MEMORY 



FIG. 5 
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RECEIVING DATA 



DIRECTING THE RECEIVED DATA 

THROUGH A CASCADED 
ARRANGEMENT OF PROCESSORS 
ACCORDING TO A PREDETERMINED 

ALGORITHM, EACH PROCESSOR 
HAVING AN INPUT COUPLED TO THE 

RECEIVED DATA AND AN OUTPUT 
COUPLED TO RESPECTIVE INPUTS OF 
EACH OF THE OTHER PROCESSORS 
DOWNSTREAM IN THE 
ARRANGEMENT 



PERFORMING RESPECTIVE 
CRYPTOGRAPHIC OPERATIONS 
DEFINED BY THE PREDETERMINED 
ALGORITHM ON THE RECEIVED 
DATA USING THE PLURALITY OF 
PROCESSORS 



TRANSMITTING THE OPERATED-ON 
DATA AFTER PERFORMING THE 
CRYPTOGRAPHIC OPERATIONS 

DEFINED BY THE PREDETERMINED 
ALGORITHM 
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FIG. 7 



